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Introduction

Why Did the Five of Us Collaborate on This Paper?

It’s amazing how the Lean and Agile community brings us all together with a shared
sense of purpose. At a SAFe® Fellows Retreat in Boulder, CO, I (Jennifer Fawcett) shared
the beginnings of this complex value stream paper collaboration that Kelli Houston, an
Associate Fellow at Lockheed Martin, had the desire to publish and give back to the com-
munity. The people I shared the paper with were Dr. Suzette Johnson and Robin Yeman,
both SAFe Fellows.

It immediately clicked that their book Industrial DevOps: Build Better Systems Faster’
(also referred to as IDO) was focused on some of the same knowledge, principles, pur-
pose, and passion. At the same time, Brian Moore, another colleague and Principle at
Raytheon, who has a passion for evolving similar ways of working, had asked for a peer
review of a similar talk he was authoring on high-consequence systems. We joined forces
to share our knowledge and expertise and give back to the community.

Our intent is to provide a perspective, leveraging Industrial DevOps success patterns,
on how some of our world’s most complex solutions come together to deliver value.

Who Is This Paper For?

This paper is for those working to adopt more Lean/Agile thinking and DevOps ways of
working in highly complex organizations responsible for developing and manufacturing
high-consequence systems for aerospace, defense, and similar cyber-physical’ domains.
Others working to apply value stream concepts in complex domains will also benefit from
the topics shared.

What Is the Purpose of This Paper?

The purpose is to provide practical guidance on how to apply Lean, Agile, and Industrial
DevOps (IDO) concepts to enable organizations developing large solutions in complex
domains to organize around value, so they can maximize the delivery of value with the
least amount of time and effort.

This paper provides an example, based on a missile system, of how to go from an oper-
ational value stream to the nested development value streams that build and deliver the
solutions within the operational value stream, to an organizational design and Lean/Agile
operating system that enables optimal execution of those value streams. If you are experi-
encing challenges in value stream identification, decomposition, and organization design,

* Dr. Suzette Johnson and Robin Yeman, Industrial DevOps: Build Better Systems Faster (Portland, OR: IT Revolution,
2023).

t The term cyber-physical system was first used in 2006 by Helen Gill at the US National Science Foundation. Ac-
cording to the NSF, cyber-physical systems “integrate sensing, computation, control and networking into physical
objects and infrastructure, connecting them to the Internet and to each other.” https://www.nsf.gov/news/spe-
cial_reports/cyber-physical/.
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our intent is that you can use the information in this paper to help guide your reasoning
process.

The paper concludes with a discussion on additional topics to consider when designing
value streams to ensure that the time investment made is set up to deliver high-quality
solutions at the speed of relevance. By sharing this information, we hope to deepen the
understanding in our community on how to leverage the power of value streams in the
delivery of large solutions in complex domains.

Key Concepts Overview

Value streams provide a systems view that is focused on the success of the overall solu-
tion. They play a key role in understanding the sequence of activities needed to deliver a
product, service, or solution to a customer. Value streams provide many benefits, includ-
ing enabling the establishment of long-lived, stable teams that are focused on deliver-
ing value, and creating transparency that enables visibility into delays, bottlenecks, and
unnecessary handoffs.

Large systems are typically slower to deliver because of the complexity of the solution
and the communication and knowledge sharing required to build the integrated system.
Alack of knowledge, information coherence, infrequent integration points across the sys-
tem, and complexity escalate this challenge. Value streams help address these challenges
as they include all the skills and authority to define, build, test, verify, and deploy their
system, which can dramatically decrease the time to deliver value. Value streams are a
fundamental construct of Lean thinking and a key principle of Industrial DevOps. Identi-
fying and capturing value streams is a critical first step for organizing around value.

Industrial DevOps bridges the principles and practices of Lean, Agile, and DevOps
with the unique needs and challenges of cyber-physical systems through nine principles.
By doing so, Industrial DevOps enables organizations building cyber-physical systems
to be more responsive to changing priorities and market needs while also reducing lead
times and costs. The combined use of these nine principles has been proven effective in
successfully delivering cyber-physical systems across industries. Throughout this paper,
we will refer to these principles to validate the process used for our example.

Industrial DevOps Principles

1. Organize for the Flow of Value: Organizing for flow provides guidance on how to
align your multiple product teams for regular demonstration and delivery of value.

2. Apply Multiple Horizons of Planning: Apply multiple horizons of planning to
address scaling and complexity while leveraging ongoing experimentation and
learning.

3. Implement Data-Driven Decisions: Data-driven decisions use current observa-
tions and metrics to determine the state, manage the flow of work across systems
of systems, and continuously improve with real-time data.
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. Architect for Change and Speed: Architecting for change and speed provides infor-

mation on multiple architecture considerations that can reduce dependencies and
improve the speed of change.

. Iterate, Manage Queues, Create Flow: Iterate, manage queues, and create flow

to emphasize the importance of fast feedback, experimentation, and continuous
learning, and managing queues to improve flow.

. Establish Cadence and Synchronization for Flow: Establishing cadence and syn-

chronization to manage variability discusses how these two concepts complement
each other to reduce variability and improve predictability.

. Integrate Early and Often: Integrating early and often covers different levels and

types of integration points across large, complex systems.

. Shift Left: Shifting left emphasizes a “test-first” mindset encompassing the multi-

ple levels of testing across cyber-physical systems.

. Apply a Growth Mindset: Applying a growth mindset expresses the need to con-

tinuously learn, innovate, and adapt to the changes around us to stay competitive.

This paper provides an example of how these concepts are realized in the context of a

highly complex cyber-physical solution and provides a guided example of how to:

Identify the operational value streams’ (OVSs).

Decompose an operational value stream into nested development value streams
(DVSs).t

Design the organizational structure that will execute a development value stream.
Implement a Lean/Agile operating system that enables effective and efficient exe-
cution of the value stream.

The Process: From Value Stream to Lean/Agile Execution

There are six basic steps to go from an overall operational value stream to a Lean/Agile

operating system that enables optimal execution of the value stream:

BN R

. Identify and map the operational value stream.

. Identify the operational value stream solutions (system architecture: subsystems).
. Identify and map the nested development value streams.

. Identify the development value stream solutions (system architecture: subsystem

components).

. Organize the teams around development value streams and the system architecture.

* Scaled Agile Framework, “Operational Value Streams,” ScaledAgileFramework.com (website), accessed November
15, 2023. https://scaledagileframework.com/operational-value-streams/.
t Scaled Agile Framework, “Development Value Streams,” ScaledAgileFramework.com (website), accessed November

15, 2023. https://scaledagileframework.com/development-value-streams/.
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6. Implement a Lean/Agile operating system to enable the teams to execute effectively

and efficiently.

These steps are derived from the process described in the book Industrial DevOps and
demonstrate the power of integrating principles and practices from value stream manage-
ment, architectural design, and organizational design. Using a missile system example,
we will demonstrate each step; however, the core concepts are applicable to any complex
system. For another example (a satellite), see the book Industrial DevOps.

Step 1: Identify and Map the Operational Value Stream

The first step is to understand the overarching operational value stream (OVS), that is,
the sequence of activities that deliver a particular product or service to a customer. As
shown in Figure 1, the OVS for delivering a major defense capability system is a series of
sequential OVSs (phases), each of which has a trigger to identify a need, deliver value, and
move the program forward to deliver that value to the end user. These phases represent the
phases of the United States Department of Defense (DoD) acquisition process.”

FOCUS OF THIS ARTICLE

Concept and Technology Engineering and Manufacturing Low-Rate Initial Production and

Development (CTD) Development (EMD) Production (LRIP) Deployment

17---,« é-------ﬁlf 17-------% o oo

RFP
Received

Exploration & Milestone A | RFP Phase: Milestone B RFP Phase: Milestone C RFP Phase:
Assessment  Concept Validated | Won Detailed Design,  Solution Technically ~ Won Initial Deployment, - Sojution Ready for Won Production &
Development, Sound and Ready Operational Testing,  Fy-Rate Production Deployment
and Testing  for Low-Rate Production and Production Ramp Up
L Ramp Up )

FIGURE 1: DoD Acquisition Process (Missile Example)

Our example focuses on the OVS that includes the Engineering and Manufacturing
Development (EMD) and Low Rate Initial Production (LRIP) phases, since the result of
these phases is a system that has an initial capability that has been fielded to the cus-
tomer. By treating these phases as one value stream, we include manufacturing as part
of the end-to-end value stream, enabling the optimization of the flow of value between
design, development, and manufacturing.

The OVS example focuses on the orchestration and operational support for the design
and development of an LRIP environment, including the people, processes, and tools.
This OVS defines the sequence of activities originating from the award of a Request for

* DAU, “Major Capability Acquisition (MCA),” AAE.DAU.edu (website), accessed November 15, 2023.
https://aaf.dau.edu/aaf/mca/.
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Proposal (RFP) (the trigger) and concludes with the ability to support full-rate production
of the missile (the value). The key phases/activities of that OVS are shown in Figure 2.

VALUE TO MANUFACTURER

A

Engineering and Manufacturing Low-Rate Initial
Development (EMD) Production (LRIP

)
---“m ---M

RFP Phase: Milestone B RFP Phase: Milestone C
Won Detailed Design,  Solution Technically Won Initial Deployment, - Sofution Ready for
Development, Sound and Ready Operational Testing,  Fyji-Rae Production
and Testing  for Low-Rate Production and Production
Ramp Up
VALUE TO CUSTOMER

FIGURE 2: LRIP Missile Operational Value Stream

In all value streams, value flows two ways. The first and most obvious is how value
flows to the customer. In our OVS example, that value is the ability to produce a missile
system for defense agencies. The second flow of value is that which flows to the contractor/
manufacturer. That value is the revenue received in advance for design and development,
the revenue received for each produced missile, and the advancement of knowledge and
expertise gained through the development and delivery of the cyber-physical solution.
When decomposing value streams, we embrace Industrial DevOps Principle #1: Organize
for the Flow of Value.

Step 2: Identify the Operational Value Stream Solutions
In this step, we identify the solutions that support/enable the operational value stream
(OVS). When identifying the OVS solutions, we want to keep Industrial DevOps Princi-
ple #4 top of mind: Architect for Change and Speed. Figure 3 shows three key solutions
that support/enable the LRIP Missile operational value stream: the physical missile being
produced (commonly referred to as the “All Up Round (AUR)”), integration and testing
support, and the supply chain.

For our example, we take a closer look at the
missile system. Figure 4 provides an example of
the types of subsystems that make up a missile

system. These subsystems reflect a functional Integrate and test using

decomposition of the Missile System’s operational
capabilities. Each subsystem is responsible for
providing specific capabilities and for interacting
with the other subsystems via specific interfaces,

Deliver using materials from

as shown in the diagram. The goal is for each sub- FIGURE 3: LRIP Missile OVS Solutions
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system to be as self-contained as possible with minimal dependencies on other subsys-
tems so it can be iteratively designed, developed, tested, demonstrated, and maintained
independently of the rest of the system.

Mission Management

Mission Information \ ‘ Mission Status

and Directions
( 1\
Target
Locations f o
Tagnng e e g
Control Surface CommanWhrust Commands
Airframe Propulsion
. J

FIGURE 4: Missile System Subsystems

The identification of missile system subsystems is highly influenced by reference sys-
tem architectures like the Government Reference Architecture (GRA)" and open system
architecture models like the Weapon Open System Architecture (WOSA)."

Step 3: Identify and Map the Nested Development Value Streams

In this step, the operational value stream (OVS) is decomposed into nested development
value streams (DVS) that reflect the missile system subsystems identified in the previous
step. These nested value streams are shown in Figure 5.

When decomposing value streams, we embrace Industrial DevOps Principle #1:
Organize for the Flow of Value. In addition, by defining DVSs in alignment with the
subsystems, we are exercising Industrial DevOps Principle #4: Architect for Change and
Speed. A well-structured architecture (loosely coupled, highly cohesive components)
will result in well-structured development value streams, each focused on delivering
specific [subsystem] capabilities with limited dependencies on other value streams.
This will enable value to flow without interruption and improve the speed of delivery
for each development value stream.

* DoD Architectural Framework, https://dodcio.defense.gov/Library/DoD-Architecture-Framework/dodaf20
reference/.

t Weapon Open System Architecture, https://www.wintec-inc.com/weapon-open-system-architecture-wosa
-development/.
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Mission Management

Targeting

uidance, Navigation, and Control

Propulsion
Warhead

Airframe

FIGURE 5: Missile System Development Value Stream Examples

Once the nested DVSs are identified, the flow of each is mapped, just as was done for
the OVS. For our example, we mapped out the guidance, navigation, and control (GNC)
DVS, as shown in Figure 6.

Trigger = Target
movement and/or
mission command

Missile on
route to meet
target

FIGURE 6: GNC Development Value Stream

The guidance, navigation, and control (GNC) calculations are triggered by a combi-
nation of factors and inputs to ensure accurate and precise flight. The missile’s current
position, the target’s current position, environmental conditions, and missile character-
istics are used to calculate any route changes needed to steer the missile on the correct
path to the target and to make any needed real-time adjustments to the missile’s flight
path.

Step 4: Identify the Development Value Stream Solutions
In this step, we repeat the process performed earlier for the operational value stream
(OVS). This time we are focusing on one of the nested development value streams (DVS).
Here we identify the solutions that support/enable the guidance, navigation, and control
(GNC) DVS, which aligns with the GNC subsystem.

As the OVS solutions and the DVS solutions are identified, it is important to keep in
mind Industrial DevOps Principle #4: Architect for Change and Speed, to enable respon-
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siveness and resilience. To get started, consider the GNC subsystem capabilities. The pur-
pose of the GNC subsystem is to enable the missile to reach its target within specific
performance requirements. The GNC subsystem relies on a combination of algorithms,
real-time sensor data, and guidance commands to calculate and adjust the missile’s flight
path to achieve its mission objectives.

As with the missile system subsystems, the subsystem components reflect a func-
tional decomposition of the subsystem’s operational capabilities. In the case of the GNC
subsystem, those capabilities include:

« Navigation: Determine the missile’s position, orientation, and velocity during flight.

+ Guidance: Use information from the targeting system and the navigation system to
calculate the guidance commands required to steer the missile on the correct path
to the target.

+ Control: Execute the guidance commands and make real-time adjustments to the
missile’s flight path by sending commands to the missile’s actuators/effectors.

In addition, to deliver high-quality GNC solutions, a capability for measuring the per-
formance of the algorithms is needed. The components that realize these capabilities and
their dependencies are shown in Figure 7. These components are the solutions that sup-
port/enable the GNC nested value stream.

Mission T ;
argeting Other Missle
Management Subsystems

Key

Mission Information Mission Status Target Location

- — - — —

Control Surface Command‘s/ \TAhfust Commands

- Airframe Propulsion

FIGURE 7: GNC Subsystem Components

Just like the identification of subsystems, the identification of subsystem compo-
nents is highly influenced by reference system architectures like the GRA and open sys-
tem architecture models like Weapon Open System Architecture (WOSA).
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Step 5: Organize Teams around Development Value Streams and the
System Architecture

Now that the development value stream has been mapped and its solutions identified, we
turn our attention to the design of the organization that will execute the development
value stream and deliver the solutions.

A development value stream (DVS) is realized by an agile team-of-teams that delivers
the DVS solutions. In this final step, the DVS solutions identified in the previous step (the
subsystem components) are used to drive the organization of that agile team-of-teams.

As shown in Figure 8, in our example the GNC DVS is realized by an agile team-of-
teams (the GNC Team) that delivers the GNC solutions (GNC components). The GNC
team includes everything and everyone they need to deliver value (e.g., hardware, soft-
ware, manufacturing, IT, etc.). The GNC team’s structure mirrors the GNC architecture
(reverse Conway Maneuver).

Each of the GNC teams have an associated “team type” as defined in Team Topologies:
Organizing Business and Technology Teams for Fast Flow.! The complicated subsystem teams
have detailed knowledge about the algorithms in specific areas, whereas the platform
team provides the platform for evaluating GNC performance. The teams may include sup-
pliers or subcontractors and their contract should reflect how they plan to engage.

A ¥ N\
uidance, Navigation, and Control (GNC) Team

-

-

-

NAVIGATION TEAM GUIDANCE TEAM CONTROL TEAM
(Complicated Subsystem Team) (Complicated Subsystem Team) (Complicated Subsystem Team)
PERFORMANCE MEASUREMENT TEAM AUTOPILOT TEAM
(Platform Team) (Complicated Subsystem Team)

FIGURE 8: GNC Team Structure

As in earlier structuring steps, we leverage Industrial DevOps Principles #1 and #4 to
ensure that the resulting teams are organized around value and that there are minimal
dependencies between teams so they can deliver value as independently as possible.

* Melvin E. Conway, “How Do Committees Invent?” Datamation, 1968, http://www.melconway.com/Home/pdf

/committees.pdf.
t Matthew Skelton and Manual Pais, Team Topologies: Organizing Business and Technology Teams for Fast Flow

(Portland, OR: IT Revolution, 2019).
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Note: When building cyber-physical systems, we do not necessarily need
every skill type on every team. Some teams may be more hardware-centric,
some may be more software-centric, and other teams may provide special-
ized capabilities that are needed by the other teams. The overall development
value stream team needs to be cross-functional; the individual delivery teams
may not be.

Step 6: Implement a Lean/Agile Operating System

The final step of the process involves implementing a Lean/Agile operating system to
coordinate value delivery across teams, enabling experimentation, fast feedback, and
flow optimization. In this section, we describe an effective and efficient Lean/Agile operat-
ing system whose components support the nine principles of Industrial DevOps as shown
in Figure 9.

F

>

FIGURE 9: Lean/Agile Operating System that Supports the Industrial DevOps Principles

This operating system is based on value-based teams that are designed to flow work
and deliver value to the customer. Employing Industrial DevOps Principles #1 and #4,
these teams are aligned with value streams for regular demonstration and delivery of
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value (Principle #1) and are structured with minimal dependencies between them so they
can deliver value as independently as possible (Principle #4).

In this operating system, aligned backlogs provide clarity of scope, priorities, and
effort, and are decomposed to enable incremental delivery. Like the organization, the
backlogs are architected for change and speed as defined in Industrial DevOps Principle
#4. IDO Principle #5 is demonstrated as teams create flow through iterative develop-
ment, regular demonstrations or integrated capabilities, and validating learning.

The operating system includes a common operating rhythm and supporting meet-
ings, which provide cadence and synchronization (IDO Principle #6). The teams coor-
dinate their operating rhythm, iterating together and synchronizing regularly to stay
aligned, collaborate, address impediments, and continuously improve (IDO Principle
#5).

Cadence and synchronization are especially important when building complex solu-
tions, which require the coordination of many teams. Regular synchronization prevents
alignment errors from accumulating, reducing the overall variation from what is desired
to what is delivered.

The integrated road map and rolling wave plan demonstrate Industrial DevOps
Principle #2 by applying multiple planning horizons, which provides flexible predict-
ability. The road map reflects the overall plan for delivering the solution intent. Rolling
wave, capacity-based planning details near-term activities performed at the team level.
The road map is realized through multiple iterations of development with a CI/CD (con-
tinuous integration and development) pipeline for software and early and frequent inte-
gration and release points for integrated capabilities in alignment with IDO Principles #
5 and #7. The iterative cycle employs a shift-left mindset, IDO Principle #8, as testing is
defined before development begins and iterative design addresses manufacturing needs
and constraints. These practices reflect the delivery of an evolving solution, delivering
value early and often, while learning and adapting to change.

The operating system’s metrics provide accountability and transparency into the
progress of integrated functionality and enable leaders and teams to make data-driven
decisions based on the status of the system (IDO Principle #3). Using real-time data helps
in prioritizing needed improvements.

Common processes and tools reflect how teams agree to work together. They guide
and support the teams, enabling consistent, accelerated, and high-quality execution
across teams. Tools automate the process and provide the collection and visualization of
real-time/near real-time metrics. To be most effective in the adoption of these processes
and tools, the organization needs to adopt a growth mindset and commit to continuous
learning, which is defined in Industrial DevOps Principle #9.

This example is one of many examples that could be demonstrated and may not reflect
all the capabilities and architecture of your system. It is a notional example to demon-
strate the success patterns applicable to defining OVSs and system architectures.
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Drive Value Delivery through Lean/Agile Execution
The value decomposition process just described results in a system that is designed to
deliver value. In addition to OVS and DVS identification and the value-based structure,
there are additional considerations that provide the foundation for successful execution
and drive value delivery through Lean/Agile execution.

In this section, we describe key patterns when implementing a Lean/Agile operating
system to optimize the end-to-end value stream and improve the speed and delivery of
high-quality solutions.

Reduce Time-to-Value by Optimizing Flow
Faster time-to-value is the ultimate goal. This is embraced by IDO Principles #4: Archi-
tect for Speed, #5: Iterate, Manage Queues and Create Flow, and #7: Integrate Early and
Often. Shortening the time from the receipt of the trigger based on a customer need to
the delivery of value is the fastest way to reduce the time to deliver critical solutions.
Improving flow means reducing waste and removing bottlenecks to accelerate delivery.
Value stream management (VSM), the emerging modernization of the PMO, facil-
itates the optimization of flow and orchestrates and monitors that flow of value. VSM
collaborations, practices, roles, and responsibilities are aligned to provide the structure
of the operating system, as shown in Figure 10.

TN

Value Stream Architecture Value Stream Operations
Architectural vision & Operational coordination, KPIs,
value stream design and orchestration support

Value Stream Ownership

-

Owns optimal sequencing
of work and funding

FIGURE 10: Value Stream Management (VSM) Collaborations and Practices

Value Stream Architecture function owns the technical vision for how the end-
to-end system is going to be built. This includes designing the flow of value,
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along with the decomposition of the operational value streams (OVS) into
nested development value streams (DVS). This is not a “one and done” activ-
ity. This function collaborates with System Architect functions to ensure collec-
tive intellect is leveraged and coordinated. As the system continuously evolves,
this function and its associated roles continue to learn, adapt, and design for
future architectural solutions and optimize the production factory itself. This is
a repeatable pattern designed for continuous improvement.

Value Stream Operations coordinates and provides operational orchestra-
tion for all value streams, including people, processes, and tools. This includes
the implementation of flow metrics to measure the effectiveness of that value
stream and the implementation of automation to support value stream execu-
tion. Value Stream Operations looks across all aspects of the value stream, coor-
dinates activities and events, and aids in ensuring that all aspects are working
together as effectively and efficiently as possible.

Value Stream Ownership is typically adopted by the System Engineering role,
as they have deep solution execution experience and an understanding of the
problem space. They are often supported by other technical experts who under-
stand their detailed domains. Some of the responsibilities include being account-
able for optimal execution of a value stream (i.e., the delivery of high-quality
solutions in the shortest amount of time) and facilitating the management of
the funding.

The key to optimizing a value stream is to measure the effectiveness of that value
stream using flow metrics, identify the blockers/impediments, and implement solutions
and process improvements to remove those blockers. Thus, Value Stream Ownership is
dependent on Value Stream Operations to provide the infrastructure that enables effec-
tive ownership.

Execute Short, Iterative Feedback Cycles to Drive Early Learning

To learn fast, we must build, demonstrate, and release fast (IDO Principle #7: Integrate
Early and Often) so we can get feedback and validate the system functions. Incremental
delivery with intent to release early and often accelerates the learning cycles, reduces
launch risk, and improves value delivery.

While the value stream may appear waterfall-ish, it is not. It identifies steps needed
to deliver value to the customer. When executed, the process for developing that value
is iterative and incremental, with each cycle improving based on the learnings from the
previous cycle.

In the case of cyber-physical development programs, it can take many years to
launch a final product. A key challenge is to break the system to be delivered into
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smaller increments that can be delivered faster, enabling the incremental maturation
of the solution.

As described earlier in the paper, the key to this decomposition is the identification
of highly cohesive and loosely coupled solution components that can be developed inde-
pendently but integrated often to deliver a solution faster (IDO Principle #4: Architect
for Change and Speed). The plan for incrementally and iteratively delivering a solution is
explicitly laid out in the road map, as described earlier.

Leveraging proven patterns and reusable components can be used to shorten devel-
opment cycle times by reducing what must be developed from scratch.

Another means to drive early learning is to move key activities earlier in the devel-
opment or operational processes to detect and address issues proactively and cost-effec-
tively. This is a concept commonly referred to as “shifting left” (IDO Principle #8). Critical
benefits of shifting left include reducing costs, improving quality, accelerating delivery,
mitigating risks, and enhancing customer satisfaction.

The following are examples of a shift-left mindset.

Integration and Testing

Development should begin with a test-first mindset. Define the test before development.
For software, integration and testing happens daily. Tests are automated to support
ongoing regression testing. Conducting regular integration and testing identifies issues
and defects earlier in the development process reducing the cost and effort required to fix
those problems.

Adopt continuous testing and quality assurance throughout the development pro-
cess instead of a single testing phase at the end. Continuous integration and evolution
of hardware, firmware, and software is critical when developing complex cyber-physical
systems. To enable this, investment in digital capabilities and modern practices may be
needed in your organization.

Continuous integration and testing are supported through a variety of techniques
and capabilities, such as additive manufacturing (AM) materials and structures’ to pro-
duce hardware mock-ups; hardware-in-the-loop (HWIL) labs to enable the early integra-
tion of hardware, firmware, and software; and modeling and simulation technologies to

replicate an entire mission for testing and performance measurements.

Security

This includes identifying and mitigating vulnerabilities and threats earlier, making sys-
tems more secure and reducing the risk of security breaches. This is becoming increas-
ingly crucial as cybersecurity threats evolve. Security and compliance requirements must
be designed for and built in throughout development.

* Yaozhong Wu, Jianguang Fang, Chi Wu, Cunyi Li, Guangyong Sun, Qing Li, “Additively manufactured materials
and structures: A state-of-the-art review on their mechanical characteristics and energy absorption,” International
Journal of Mechanical Sciences, Elsevier, May 15, 2023.
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DevOps and Continuous Delivery Pipeline
Automating development and operations processes as early as possible makes delivery
pipelines more seamless and efficient.

Compliance
Enabling Lean QMS’ processes as part of the regular flow provides early verification of
quality, safety, and regulatory requirements.

Operating System Setup

Structure the teams and define the operating system up front. In the case of our LRIP
Missile OVS, if the value decomposition and team organization are done during the pro-
posal phase, the basis of estimates (BoEs) that are included in the proposal will be more
realistic, and the start-up phase will go much faster.

Production/Manufacturing

The notion of integrating and working in small batches isn’t just for software develop-
ment. We extend these practices from product development to manufacturing for early
test and feedback driving down product risk along the way. For example:

+ Consider manufacturing/production impacts and concerns during design, ensuring
designs can be produced and tested in a controllable, repeatable, and affordable way.
Use iterative development and reviews with manufacturing team members.

« Design solutions in a way that makes them easier and more cost-effective to manu-
facture, while still maintaining quality and functionality.

« Simplify designs, choosing the right materials and manufacturing processes to
improve ease of assembly and reduce waste and production costs.

Designing for manufacturability (DFM)" and the concept of shift-left manufacturing
provide the benefit of reduced rework and late discoveries. Without it, this often leads to
schedule delays and poor quality. When we shift left and include manufacturing concepts
and collaboration early, we improve quality and speed of delivery.

Conclusion

This paper provides some practical examples of how to apply the principles in Indus-
trial DevOps: Build Better Systems Faster to the development of a complex cyber-secu-
rity defense system, a missile. It describes a step-by-step process for accelerating value
delivery by organizing around value and optimizing flow, complete with an example that

* Scaled Agile Framework, Enterprise Solution Delivery, https://scaledagileframework.com/enterprise-solution-delivery/.

t Wikipedia, Design for Manufacturability, https://en.wikipedia.org/wiki/Design for manufacturability.
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demonstrates the application of these key principles. The paper also described some addi-
tional execution patterns that enhance the delivery process and ensure that the invest-
ment is meeting value expectations.

The patterns that we describe in this paper are our attempt to provide additional
clarification on how to apply key Lean/Agile principles in practice. As in anything Lean,
the pursuit of perfection is always embedded in our mindset. We fully embrace Industrial
Principle #9: Apply a Growth Mindset. We look forward to sharing our learnings and look
forward to hearing from you!
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